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f.  The challenges for this acquisition concern overcoming historical government 
acquisition process difficulties in achieving interoperability across system boundaries 
(including security issues) and fielding emerging technology fast enough to harvest its 
competitive advantage.  Accordingly this acquisition strategy identifies both of those 
factors as principle risks and implements appropriate methods, tools, and incentives to 




j. DoD creates this acquisition pathway for information collecting, processing, and 
sharing.  IT facilitates the successful integration of these objectives as defined in the 
Clinger Cohen Act (CCA) 40 USC Chapter 11.  CCA mandates that government should 
apply commercial best practices, including especially OSA, in order to harvest the value 
of COTS IT capabilities.   The CNTPO has partnered with the Multi-Agency  
Collaboration Environment (MACE) research initiative .  The MACE research initiative 
is a government/industry partnership sponsored by the Under Secretary of Defense for 
Intelligence (USD-I)) and Deputy Assistant Secretary of Defense, Counter Narcotics & 
Global Threats (DASD CN&GT) to develop better approaches to acquiring Enterprise 
Information Systems (EIS) such as CTIS3. MACE aims specifically to capture 
commercial best practices for interoperability and agile development within constrainsts 
of government acquisition process.  Hence, CTIS3 LCI project goals, objectives, 
measures, risk management strategy, and contract award critiera all specifically focus on 
achieving measurably better acquisition value-per-cost-per-time by consuming best-of-
breed COTS IT in rapid development spirals.   
 
2. Risk Management 
 
Appendix C: CTIS3 Risk/Reward Optimization Strategy, describes the CTIS3 LCI risk 
management methodology in detail.  This CTIS3 strategy includes the notion that risk 
must be evaluated in context with targeted reward. The contractor shall plan and 
objectively track both progress toward achieving “reward,” and mitigating associated 
risk. The CTIS3 T&E plan shall specifically support the CTIS3 risk management plan.  
 
a. Cost risk is MEDIUM: Chief risk to cost is that lifecycle maintenance costs across 
the fleet of proprietary DEA airborne ISR systems are not sustainable.   Chief reward 
is substantially reduced life cycle costs across the enterprise achievable by 
standardizing the family of DEA ISR systems via the Open Standard Approach 
(OSA) being piloted by the CTIS3 LCI acquisition.   
 
CTIS3 risk/reward optimization strategy for cost includes: a) designing the CTIS3 OSA 
according to COTS best practices for OSA so that best available COTS and GOTS 
components, with predicable lifecycle costs, can be readily consumed; b) using credibly 
modeled lifecycle costs as a key performance metric and downselect criteria.  
 
b. Schedule risk is HIGH :  Chief risk to schedule is that the acquisition process will 
not field rapidly evolving COTS technology fast enough to harvest the competitive 
advantage.  Chief reward comes from best available COTS IT that is quickly 
integrated into the CTIS3 and will  provide an asymmetric information processing 
advantage over the adversary.  
 
CTIS3 risk/reward optimization strategy for schedule includes: a) making acquisition 
process efficiency (measured in terms of calendar time required to down-select or 
develop, bundle, test, and certify incremental capability upgrades) a key performance 
metric;  b) using commercial best practices for PLA to rapidly integrate best available 
COTS/GOTS components.  
 
c. Performance risk is HIGH: Chief risk to performance is that the CTIS3 will not be 
interoperate adequately with DoD and other stakeholder systems. Chief rewards are 
reduced acquisition costs/schedule associated with reusing system components and 
enhanced operational effectiveness associated with focused access to more 
networked data and resources.  
 
CTIS3 risk/reward optimization strategy for performance includes:  defining run-time 
and build-time interoperability objectively, and including build-time and run-time 
interoperability as key performance metric; defining need-to-share security policies in 
addition to need-to-protect security policies. 
 
d.Technical risk is HIGH: Chief technical risk is closely related to chief performance 
risk, i.e. that CTIS3 will not adequately interoperate with other information system.  One 
chief technical risk is potential failure to adequately define, and strictly comply with 
open standard interfaces associated with PLA.  Government acquisitions typically 
struggle with this issue.   
 
Another chief technical risk is that by emphasizing use of generic open standard 
components, specialized performance requirements will not be adequately addressed.  
Chief rewards are the same as associated with performance risk, namely reduced 
acquisition costs/schedule associated with reusing system components and enhanced 
operational effectiveness associated with focused access to more networked data and 
resources.  
 
CTIS3 risk/reward optimization strategy for technical concerns includes: using best 
commercial practices for specifying and verifying functions and interfaces within PLA; 
making compliance with interface specifications a key performance metric; working 
with Joint Interoperabiltiy Test Command (JITC) throughout capability lifecycle to 
assure compliance with best practices for interoperability engineering; working with all 
relevant Designated Approval Authorities (DAA) throughout capability lifecycle to 
assure that Information Assurance Certification and Accreditation arguments balance the 































1. Open System Architecture 
2. Airborne ISR  
3. PED systems 
4. End to End test and certification of data sharing systems 
5. Military and commercial communications via software defined radios 
6. Integration of data (i.e., critical infrastructure data) into an enterprise framework 
7. Information Assurance, Cross Domain Solutions and associated Certification and 
























































































































































































































































































































































































































































































































































































































































































































Early Involvement of the Decision Accreditation Authority (DAA) 
In every case of C&A, liaison with the DAA for the system yields the best results.  For 
the PS‐PEDS, with the compressed timeline, it is considered critical.  Therefore, as 
soon as the System Identification Profile (SIP) for both the PS‐PEDS and the GD‐
aircraft have been signed, and the requirements validated, we will begin working 
with the identified DAA to refine and tailor the C&A package, as identified above, for 
actual deployment and operation.  By putting the package together as identified 
above, we believe that the system can be C&A’d at a sufficiently complete level so 
that it can be deployed to any theater where DOD and DEA operate.  As currently 
identified, it is scheduled to be deployed to CENTCOM.  The CENTCOM Theater has 
specific requirements as identified in CCR 25‐28.  For this specific deployment, we 
will, after assembling the evidence package as discussed above, tailor it specifically 
to meet the CCR 25‐28 requirements.  It is expected that through this process, we 
will also meet the Joint Interoperability Test Command (JITC) interoperability 
requirements, as required by CJSCI 6212.01F.   
 
 
 
 
 
 
